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elcome to the month of November
which precedes the last month of
the year. We are sure colleagues and
their family are preparing themselves towards
the year end activities to close the year.
The Management team also met at the Golden
Tulip Hotel for Management Review Meeting
which sought to discuss operational issues in
terms of where we are as an organization and
where we want to be and the resources, we
need to achieve our goals. Even though, the
meeting was half day, there were a lot of key
takeaways in terms positive feedbacks that were
given, experiences that were shared and many
lessons were learnt.
It has always been a pleasure to receive articles
from you and we are inspired by your
commitment to share knowledge with the
readers whenever we require from you.
Keeping soaring high as we hope to step into the
new year with the aim of achieving both our
personal and professional goals!
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A

s we start heading
towards the end of the
year November was
another busy month for us.

reflect on their work and
actions. In the aviation business
at times it always feels that
there is never enough time to
reflect as we work under such
We concluded my Management time dynamics.
meeting review and reflected on
our 2019 performance.
While FOD (foreign object
damage) is an important part of
I always ask my Management to all employees' tasks it was met

with great excitement as
Emirates and GACL hosted an
FOD event. It was the first time
for me to walk on the tarmac
picking up FOD and dancing
with the team !! Read the article
and spot the winners.
Stay safe @strongertogether

AFRICA WORLD AIRLINES

THE WAY TO GO!
By Benedict Gasu, Deputy Manager-PH

A

frica World Airlines
Limited, (AW) is a
G h a n a i a n
registered private – Sector
Company which has been
in operations for the past 7
years. It was formed with
the vision of making air
travel the best option for
most travelers within the
markets in which the airline
operates. This write up will
briefly guide us on a short
history of Africa World
Airlines, its expansion
alongside its successes.
Africa World was
incorporated on 15th of
November 2010 and
received its Air Carrier
License (ACL) from Ghana
Civil Aviation Authority
(GCAA) in March 2011 with
its first flight on the 21 of
September, 2012. Africa
World like all other airlines
started relatively small and
gradually has and
continues to expand within
Ghana and Africa.

such as Aero, Arik etc
seems to be ascending
the heights on the West
African sub region like
never before. Africa World
airlines now fly's to regional
states like Abuja, Lagos,
Monrovia and Freetown.
Like Martin Luther King
said, “take the first step in
faith. You don't have to
see the whole staircase,
just take the first step”, AW
took the first step of
starting a route never
seeing the whole
staircase, yet they keep
climbing up the staircase
till they will get to the top beyond West Africa and
who knows, the World at
large.

Takoradi and a daily flight
from Tamale to Wa. AW
also has daily flight from
Accra to Freetown, (FNA)
and Monrovia (ROB), 31
weekly flights to Lagos,
(LOS) and 10 weekly flights
to Abuja (ABV).
For AW just like any forward
looking human being, life,
“goes on” as confirmed by
Robert Frost in his three
words about life. AW shall
go and grow on to
achieve more success as
there are plans in place to
further expand its
operations to Sierra-Leone
and Code d'Ivoire.
All said and done, AW
started from a humble
beginning with a plan and
with their readiness to take
a risk, achievements will
definitely not elude them.
In the end, it must be noted
that “there are many ways
of going forward, but only
one way of standing still”
Franklin D. Rooselvelt, and
that way, AW is showing.

The principal founder
/promoter of the
company Togbe Afede
XIV, the Chief of Asogli
State and CEO of SAS
Finance Group (Ghana),
Social Security and
National Investment Ltd
China, is an astute business
It started with route mainly magnate and a traditional
from Accra, (ACC) to Chief.
Kumasi, (KSI) and gradually
LION DOVE FLOODS
has expanded and now fly A f r i c a W o r l d A i r l i n e s APH, AVIANCE GHANA
to Takoradi (TDI), Tamale operates about 20 daily LTD.,
(TML) and Wa. Regionally, flights domestically. These
Africa World which used to flights move from Accra to
compete with other airlines K u m a s i , T a m a l e a n d

ASKY SITA WEIGHT &
BALANCE TRAINING
By Papa Bonsu Osei Bobie Osei, Training Manager

he training was held for
all the load controllers to
equip their knowledge
in Sita weight and balance.
It was a 4-day training
program held from the 4th 7th November, 2019. SITA

T

DCS load planning module
is basically a system that will
enable all the load planners
to access vital information
on the arriving aircraft or
aircraft station of origin. This
information includes

baggage pieces/weight,
passenger numbers, transit
information etc. This new
system will help the load
planners to plan the weight
and balance of the flight.

The load planner can create
their own flight (imputing all
the relevant information
about the flight i.e. Date,
Flight Number, Aircraft
Registration, Crew / Cabin
split etc.). The Asky SITA DCS
weight and balance system
will aid the load planners to

access real-time
information about the
aircraft from check-In
processes to boarding
formalities. The advantage
of the new system is that, it
will help in pre-planning and
proper coordination with

other stakeholders during
flight turnaround. It also has
the advantage of providing
the load planners with prior
information of the flight
without necessarily relying
on LDM as it is done
traditionally.

Initially the load planners
had to rely on station
managers for the aircraft

LDM however, with this preparation i.e. having on
system the load planners time information about the
have full control of flight aircraft.

I

2019 MANAGEMENT
REVIEW MEETING

n pursuing pragmatic operational
policies and in order to project into
coming years, Management would
usually organize an annual review
meeting to assess the performance of

the Company.
This year's Management Review
Meeting was held 28th of November,
2019, at the Golden Tulip Hotel.

EMIRATES MADE

HISTORY IN THE
GUINNESS WORLD RECORDS
/YEAR OF TOLERANCE
By Yvonne Owusu, HR Manager
Ÿ

Over 540 passengers onboard
bring to life the UAE's multicultural
strength and diversity

Ÿ

A GUINNESS WORLD RECORDS™ title
for Most nationalities on an aircraft

DUBAI, UAE, 29 November, 2019:
Celebrating the unique unifying power of
diversity in the UAE, the historic one-off
Emirates A380 flight marking the 48th UAE
National Day and the UAE Year of
Tolerance has returned to Dubai
International Airport.
With over 540 passengers celebrating a
shared sense of place and pride to call the
UAE their home, the one-of-a-kind flight,
unprecedented in the industry, was an
impactful initiative to showcase the UAE's
spirit of unity and inclusiveness.

The flight welcomed passengers from
different backgrounds, ethnicities, religions
and cultures and included families and
children, Emirates Group employees, as
well as People of Determination.
Passengers were encouraged to come in
their national dress, and throughout the
flight, their colourful costumes became a
vibrant collage honouring their different
heritages and traditions.
His Highness Sheikh Ahmed bin Saeed Al
Maktoum, Chairman and Chief Executive,
Emirates Airline & Group said: “The UAE has
become a remarkable symbol of
tolerance and coexistence, welcoming
people from over 200 nationalities and
backgrounds, all living together in solidarity
and harmony. It is in fact the diversity of the
citizens and residents of the UAE that unite
us and make us stronger through mutual

respect and opening bridges of common
dialogue, and today's flight is a celebration
of that spirit which is very much a part of our
everyday lives here in the UAE.”
EK 2019 was commanded by UAE Nationals
Captain Abbas Shaban and Captain
Sheikh Saeed Al Maktoum, and First Officer
Karin Arning from Germany.
The 22 cabin crew on flight EK 2019 hailed
from 18 countries, and were led by flight
purser Jafar Hamad, a UAE National. On an
average flight, Emirates cabin crew
represent up to 15 nationalities, proudly
serving customers across the airline's
network. An average Emirates flight
typically carries more than 50 nationalities
onboard.

Official Adjudicator from GUINNESS
WORLD RECORDS™, who was onboard
verifying nationality counts, officially
announced a new GUINNESS WORLD
RECORDS title for most nationalities on an
aircraft.
On his part Talal Omar – Director MENA,
GUINNESS WORLD RECORDS™ said: “We
congratulate both the UAE and Emirates
Airline for making history today. This
achievement reflects the keen to spread
the spirit of tolerance and show the real
image of moderation. The UAE has always
been a place of peace and coexistence
for people from different backgrounds
regardless of their religion, ethnicity, or
gender. It is inspiring to see all these people
coming together to create an environment
that celebrates diversity and
understanding. Congratulations Emirates
Airline, you are Officially Amazing™.”

The airline attempted to welcome as many
nationalities as possible onto flight EK2019,
for a special flight journey across all seven
emirates. After passengers checked in,
they were welcomed by Emirates cabin
crew and were invited to take keepsake
photos to mark the special event.
Passengers were also able to write their
names and wishes for the Year of Tolerance
on a special message wall. Before
boarding, a bespoke stamp to mark this
special flight was put on each boarding
pass as an added keepsake for
passengers.

Over 30,000 people across the UAE
registered interest to become part of this
special initiative.

Once onboard and ready for take-off,
special Year of Tolerance content was
available on ice for viewing by all
passengers. Just before descent, an

https://www.emirates.com/mediacentre/145-nationalities-and-akaleidoscope-of-cultures-come-togetherto-make-history-on-ek-2019/

As passengers disembarked, they were
handed certificates of participation for
taking part in this historic activity. A
ceremony took place in front of the aircraft
to mark the record, and a group photo with
all 541 passengers was taken in front of the
Emirates “Year of Tolerance” A380.

AVIANCE GHANA
DEMONSTRATES EXCELLENCE!
-Gets ISAGO Certification - December, 2018

a

By Ben Johnson, QHS Manager

viance Ghana has
demonstrated excellence in
the Aviation Industry with the
recent re-certification of its operations
by IATA under the IATA Safety Audit for
Ground Operations (ISAGO) Program.
The “ISAGO” is an internationally
recognized and accepted evaluation
system designed to assess the
operational management and control
systems of a Ground Service Provider
(GSP) using renowned quality and safety
principles.
aviance Ghana gained its initial
certification under the ISAGO program in
December 2016 and has since run its
operations under the safety provisions as
required by the ISAGO Standards and
Recommended Practices (GOSARPs).
This current re-certification runs until
December 2020.
The certification is issued as a
confirmation of the closure of the
Combined Audit for ISAGO registration
of headquarters and station
accreditation purposes in accordance
with the requirements of the ISAGO
Programs Manual.
aviance Ghana underwent a combined
audit for both its headquarters and
station and demonstrated conformity
with the applicable GOSARPs as
specified in the ISAGO Ground
Operations Manual Edition 8 for the
following operational disciplines;
Organization and Management (ORM),
Load Control (LOD), Passenger and
Baggage Handling (PAB), Aircraft
Handling and Loading (HDL), Aircraft
Ground Movement (AGM) and Cargo

and Mail Handling (CGM).
As an organization we are glad to have
achieved this milestone. Our excellent
processes and procedures in place
make us the handler of choice to our
many world class customer airlines and
clientele. aviance Ghana is focused to
be the leading and reliable provider of
Aircraft Ground Handling Services on the
African Continent. This is our Vision and
the clandestine stealthy behind our
success.
The benefits of ISAGO are many.
For ground handlers, ISAGO creates an
environment for safer operations,
resulting in fewer accidents and less
injuries to personnel. Also, it reduces the
number of audits from the customer
airlines, allowing GSPs to focus their
resources on operations.
For the airlines, ISAGO establishes a
worldwide ground operational safety
benchmark and standard. It will drive
down the number of redundant audits by
implementing a system of audit sharing
and registration. Airlines will also save
costs through less ground damage.
For the regulators and airport authorities,
ISAGO improves safety oversight for the
regulatory and airport authorities
regarding the activities conducted by
GSPs. Some international regulators and
airport authorities are already
considering ISAGO as a minimum
standard of safe operations and have
mandated the program in their
respective areas/countries or airports.
Long Live aviance Ghana Ltd.! Long Live
ISAGO!

GRABS 2ND RUNNER UP
POSITION IN GACL &
EMIRATES SAFETY QUIZ
By Ben Johnson, QHS Manager

A

viance Ghana
Limited grabbed
the 3rd position
while one other individual
aviance employee, Rich
Sena Kobla Worchie
grabbed a return air
ticket to Dubai,
sponsored by Emirates
Airlines at a quiz
competition organized at
this year's GACL and

Emirates Airlines
collaborated Safety
Week celebration that
was participated by
stakeholders from the
12th to 15th November,
2019.
The event aims to create
Safety, Environment and
Health awareness in the
organization, Stress and

Occupational Safety,
Health and Environment
needs of the industry,
identify and highlight
local Safety, health and
environmental issues.
A v i a n c e
w a s
represented at the quiz
by Barimah Tenkorang
Asante (Airside Ops), Rich
Worchie (Airside Ops),

Kobina Takyi (HR) and
Abraham Afotey (QHS).
All four participants of
aviance maintained
excellent performance to
final stage of the
competition and made
team aviance proud.

The exercise is usually to
create awareness about
the dangers of FODs to
the safety of aircrafts and
the airline industry and
the need to constantly
keep the airside free from
such objects.

on behalf of Emirates to
GACL and said the Airline
was committed at
ensuring safety in its
operations and pledged
its continued support for
the GACL's Quarterly FOD
Walk.

A 'Foreign Objects Debris
(FOD) walk' was held at
the airside of the Kotoka
International Airport. The
three-hour exercise
included the aviance MD
[Mark Kermis], the
aviance GMO [Adrian
Tweeddale],and ground
handlers, officials of other
airlines and organizations
operating within the
airport.

Foreign Object Debris
(FOD) at airports can
cause damage that costs
airlines, airports, and
airport tenants millions of
dollars every year. These
objects on runways have
caused the aerospace
industry flight delays and
airport maintenance.

The Director of
Operations- GACL who
received the donation
thanked Emirates for
supporting the FOD Walk.
He said, “A safe flight
starts from the ground
and Emirates has shown
the way”.

FOD involves picking up
of objects and debris
made up of pieces of
metal, wood, polythene
& plastics, bolts and nuts
and any other unwanted
material on the airside.

The main sponsor
[Emirates Airlines]
presented 10 dustbins to
GACL to complement
the effort of GACL to
keep the airport clean
and free of FODs.
The Regional Manager
for West Africa of Emirates
airlines donated the bins

Mrs. Sylvia Baah, Emirates
Airport Services
Manager, said safety was
critical to Emirates and
key to the Airline and it
was their responsibility to
ensure the safety of their
customers and would
continue to support the
GACL's initiative.

TRAINER OF
THE TRAINER
WORKSHOP
Reported by Osei Tutu Boateng, GSE Instructor

A

s part of our continuous education to keep our
Instructors and employees abreast with current
trends and offer them multi-skill abilities, the
Company organized a two-day Trainer of the Trainer
Workshop from 10th to 11th December, 2019. The
Workshop was facilitated by Okyeame consult.
The objective of the workshop is to equip aviance
Instructors to acquire Instructional Techniques on the
how to conduct training for employees of the
Company, to enable employees conduct themselves
appropriately for the company to meet compliant
conditions in the aviation industry.

Ÿ

DESIGHN TRAINING
PROGRAME
With the objectives stated
above it is important to
keep in mind the
designing of the learning
objectives underlined
below:
Ÿ

Developing of
learning activities, this
design focuses on the
learning activities
your students will
participate in
anything from
reading to lecture, to
discussion, case
studies.

Ÿ

Developing of a
structure and
sequence for the
learning objectives:
these are the training
materials to ensure
that the training
objectives are met.

Ÿ

D e v e l o p i n g
experiential learning
activity: this is the
process of learning
through experience
from the job,

Ÿ

D e v e l o p i n g
instructional media,
materials and
m e t h o d s o f
instruction that is most
appropriate.

The trainer, Benjamin Osei of Okyeame consult
enumerated the objectives and course content of the
workshop as follows:
Objectives & Content
Ÿ
Identification of training need
Ÿ
improve the competencies of the trainer and
trainees
Ÿ
provide high level of service to customers
Ÿ
to reduce the learning period of employees
starting new job or an appointment transfer
Ÿ
to avoid expensive error making on the job
and also
Ÿ
establish a sound relationship between the
workers and their job.
Ÿ
Planning and implementing of training and
Ÿ
Evaluation of outcome of the training.

Ÿ
Ÿ
Ÿ

Benefits
Increase in productivity
Lower employees turnover
Higher employee morale

Confidence
building among
employees

Pictures of the participants

1.

JOB ANALYSIS; with the job
analysis, it is a systematic process
of collecting all information about
the job for preparing of job
description and job specification,
it also the process of gathering
and analyzing information about
the content and the human
requirement of job as well as the
context in which jobs are
performed, this process is used to
determine placement of jobs,

2.

ORGANIZATIONAL
ANALYSIS; this is the process of
appraising the growth, personal,
operation and work environment
of an entity, it also serves as an
evaluation of the operations and
management of a business.
3.
PERSON ANALYSIS; it is a
phase of training needs analysis
directed at identifying which
individuals within an organization
should receive training,

With regard to the benefits derived from
the Trainer of the Trainer workshop it is

recommended that, such workshops
remain on our training calendar.

RELEVANCE OF REGULAR TRAINING
IN THE AVIATION INDUSTRY
Reported by Osei Tutu Boateng, GSE Instructor
he aviation industry is very dynamic
and requires regular training and
development of operators and
employees within the industry. Training and
development is essential to equip all
industry players to align themselves to the
growing nature of this dynamic industry.

T

organized as an initial or recurrent training
programme to educate newly engaged
employees or refresh the skill of existing
vehicle operators. It is also important
because of the creation awareness of
airside driving procedures, rules and
regulations.

It is for this reason aviance does not relent in
its effort to organize periodic and
mandatory training programs to empower
its employees to be properly aligned with
policies and procedures as stated in the
IATA Airport Handling Manual (AHM).

This training help the employees and
empower them to operate equipment
professionally by exhibiting safety
consciousness at the airside. The training is
aimed at reducing or minimizing human
injuries, incidents and also prevents
damage to aircrafts, equipment and other
airport properties.

Nelson Mandela once said, 'Education is
the most powerful weapon which you can
use to change the world, in order words to
transform a bad situation to the best
situation'.
One such important programme that is
required to ensure safety at the airside is the
Airside Driver Training. Training of
employees in this category is periodically

On 21st November, 2019, two hundred and
fifty one equipment operators were drawn
from the Ramp, Cargo, Security and
Maintenance Departments and given
recurrent training in Airside Driving training
and was facilitated by Mr. Alexander Asare
Ayim.

INTRODUCTION OF A WATER
BOWZER OPERATOR IN AVIANCE.

has installed, commissioned
and started our potable
water supplies to the airlines
t
ha t us e Kotok a
Story by James Chappel, GSE Managerl
International Airport.
‘Water, water everywhere aviance, now that we have A n o t h e r i m p o r t a n t
and all the boards did shrink, the facilities and equipment milestone in the progress of
water, water everywhere nor to supply potable water to aviance Ghana Limited.
any drop to drink'. (Quote by the airlines.
Ancient Mariner Samuel
Kudos to all the team
Effective from this month, members that put in efforts
Coleridge)
This is not the case in November, 2019, aviance to make this a reality.

RETIREMENT IS AN

Retirement, or the practice of
leaving one's job or ceasing to
work after reaching a certain
age, has been around since
around the 18th century. Prior
to the 18th century, humans
had an average life
expectancy between 26 and
40 years. In consequence, only
a small percentage of the
population reached an age
where physical impairments
In most countries, the idea of
began to be obstacles to
retirement is of recent origin,
working.
being introduced during the
late 19th and early 20th
Countries began to adopt
centuries. Previously, low life
government policies on
expectancy and the absence
retirement during the late 19th
of pension arrangements
century and the 20th century,
meant that most workers
beginning in Germany under
continued to work until death.
Otto von Bismarck. Germany,
However, nowadays, most
was the first country to
developed countries have
introduce retirement benefits
systems to provide pensions on
since 1889 which many western
retirement in old age, funded
countries have this is a right
by employers or the state. In our
embodied in national
dispensation, retirement with a
legislations.
pension is considered as a right
We therefore wish to take this
of the worker in many societies;
opportunity to recognize one
hard ideological, social,
of our colleague who has
cultural and political battles
successfully retired.
have been fought over
whether this is a right.

AMAZING

PART OF OUR LIFE
By: Kobina Takyi –HR Officer

F

urther to our first and
second publications on
retirement as an amazing
part of our life, this piece again
elucidates retirement as the
withdrawal from one's position
or occupation or from one's
active working life according
to the free encyclopedia
wikipedia.
Many people choose to retire
when they are eligible for
private or public pension
benefits, although some are
forced to retire when bodily
conditions no longer allow the
person to work any longer (by
illness or accident) or as a result
of legislation concerning their
position.

E
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lvis Danquah, was born on 29th November,
1959 at Obomeng-Kwahu in Eastern
Region of Ghana.

Elvis had his Middle School Leaving Certificate
(MSLC) at Adukrom Local Authority School in
1975. In 1978,
he enrolled on a commercial
studies and obtained in RSA II in Book keeping.
Elvis enthusiasm for academics propelled him to
enter into University of Ghana in the 2005/2006
academic year to pursue a course of study
leading to the award of Bachelor of Arts Degree.
Elvis had his Middle School Leaving Certificate
(MSLC) at Adukrom Local Authority School in
1975. In 1978, he enrolled on a commercial
studies and obtained in RSA II in Book keeping.
Elvis enthusiasm for academics propelled him to
enter into University of Ghana in the 2005/2006
academic year to pursue a course of study
leading to the award of Bachelor of Arts Degree.
In spites of Elvis Danquah's interest for
academics he was also professionally tailor with

a talented skills in the
business he did for a long
period of time before
joining Aviance Ghana
Limited, Kotoka
International Airport in
12th March, 2012, as a
Cargo Tally Clerk at the
Cargo Operations
Department.
He worked at the Cargo
Department for 7 years
until he retired on 29th
November, 2019.
Elvis
Danquah, is a futurist and
a father of two young
ladies with astute
personality fondly known
by his colleagues as
“Locker one”, and Mr.
GUM.
We congratulate you
whilst you enjoy your
retirement Elvis.

Elvis Danquah Retires

USING MOBILE PHONES TO
COMMUNICATE WITH SURVIVORS:
BEST PRACTICES & POLICY RECOMMENDATIONS
By John Aryeh IT Manager

M

any domestic and sexual
violence programs use mobile
phones to communicate with
survivors. While mobile phones offer
convenience, privacy and safety issues
need to be thoroughly considered. As with
the use of any type of technology, it's
important to have clear policies and
procedures to outline proper use to
maintain privacy for survivors and your
program's confidentiality obligations.
PURPOSE OF MOBILE PHONE USE
Consider the reasons advocates within
your program would be using mobile
phones for work. These reasons will be the
foundation to forming policies around
advocates' mobile phone use. Some
common reasons include being more
easily accessible while out of the office,
answering hotline calls from home, and
texting with survivors if the survivor prefers it.
Read more about texting with survivors in
our Digital Services Toolkit.
Not all employees need a mobile phone
for their work and advocates who have
different roles may need a mobile phone
for different reasons. The policy should
reflect that. For example, an advocate
who travels to meet with survivors may
need to make phone calls and send text
messages, while an advocate who does
community outreach may need to access
work email while out of the office.

expectations of advocates'
availability by phone when away
from the office and supervisors
should regularly check in about
work-life balance, boundaries, and
signs of vicarious trauma or
burnout.
PROGRAMS SHOULD PROVIDE THE MOBILE
PHONES
While there may be a substantial cost for
both devices and voice/data plans, it is
best practice for programs to provide
mobile phones to advocates rather than
ask advocates to use their own personal
phones to communicate with survivors.
RISKS WHEN ADVOCATES USE THEIR OWN
DEVICES
There are serious risks to programs'
confidentiality obligations, and potentially
survivor safety concerns, when advocates
use their own mobile phone to
communicate with survivors.
If advocates' friends and family members
have access to an advocate's phone, they
could see survivor information in the
contacts, email, or text messages. In
addition, if the advocate's phone was part
of a family plan, the account holder (which
may not be the advocate) could have
access to phone records and other details
that could include survivor information,
breaching confidentiality.

RECOMMENDATIONS
Ÿ

Ÿ

Policies should outline the
purpose(s) of mobile phone use for
work, and have a Mobile Phone
Use agreement with each
advocate.
Policies should be clear about

Another risk to advocate's using their own
phones is if the phone is lost or stolen, the
program may not be able to demand that
data on a lost phone be remotely wiped, or
if an advocate leaves the program,
information on their personal phone will not
be accessible to the program.

BENEFITS FOR PROGRAM-ISSUED MOBILE
PHONES
Program-issued mobile phones enable
programs to better ensure the security of
devices, strengthen confidentiality
practices, and support healthy work-life
balance for advocates.
When programs own and manage a
mobile phone, they can set up and have
control over the phone and accounts
associated with it. This includes the data on
the device as well as data that is in the
connected cloud accounts (Google
account for an Android phone and iCloud
for an iPhone.)
If a phone is stolen or lost or if a staff person
using the phone leaves, the program can
easily transfer it to another advocate, or
wipe the device. Owning and having
control over the mobile devices means that
the program will have more security control
over the accounts that are connected,
apps that can be downloaded, or websites
visited from the device.
DEVICES
Although older cell phones (flip phones or
voice only cell phones) are still available,
smartphones are widely available. If an
advocate is only making phone calls or
sending texts, an older cell phone may be
more appropriate and safer. However,
smartphones may be preferable because
advocates can use apps such as maps or
the internet.
The downside is that smartphones have
more privacy risks because of the apps that
can be downloaded and the cloud-based
accounts that are connected to the
phone. Consider why staff would need a
mobile phone and provide the type of
mobile phone that would be most

appropriate. If advocates are using
smartphones, develop policies and
agreements that addresses security and
privacy risks.
PHONE SECURITY
Mobile phones should be set up by
knowledgeable IT staff for enhanced
security and should be checked by IT staff
on a regular basis. The checkup should
include needed updates, a scan for
malware, a check of all installed apps, and
any other security concerns. Additionally,
you may consider implementing the
following basic security measures:
Passcodes - All phones should require
a passcode, password, biometric
factor, or other security measure to
unlock the phone. Do not use the
same passcode for every program
phone, but supervisors or IT staff
should always be able to unlock the
phone in case an advocate cannot.
All phones should automatically lock
after a short time when not being
used.
Ÿ Antivirus and anti-malware apps - All
phones should have antivirus or antimalware software or apps installed
and updated regularly.
Ÿ
Remote wiping - Programs should
have the ability to remotely wipe the
content of a phone that is lost or
stolen.
Ÿ Parental controls - Programs should
exercise caution when considering
installing or enabling features that
permit controlling or monitoring of the
phone. These features should always
be used with the advocate's
informed consent and respect to
privacy.
Ÿ

